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CCCSTSZr Various 

SUBJECT* Sac srpts (relating to crypto-analysis and codes) fr oa the 

Interrogations of General CXC&/IA, General QSDUCHI and 
Colonel moss .. 

- DATS GP I?r08XATZGK* Data* of reap active interrogations as given below 
BTALDATfiDHr Bollaired fairly reliable 



vik ' The fallowing excerpts boaring oa Jtpaawa and sundry European 
crypto •naTyii! n» interception and cods services during And shortly after the war 
. bar* beta sods from the Beport of tbs Interrogation of Jtojor Cflnirtl Uakoto 
CSCGEHA* Jorcanrly Military Attach* at the J apa n e se Legation in Stockholm, by an 
SSO 1ntywytcr» 9» interrogation was cccpl sfce d an 20 July 1946 at the 
Sngmo Ptdmon, Ibkyt** 

. - Tbs salination of CaoCBEA's information was that it was largely 

tnw bat-far from the entire truth with regard to any subject upon which the 
pri s ooer wmn Interrogated* V 

' : f (1) ^ '• Tkb ciphers ware assigned to 030052**0 office. Cue 

wm! a general system Bor coGuasoicatioa with Tokyo and all other Japanese 
. aUitary attache posts* The other was OJCQEHA’s personal cade which was 
a One time pad for was with Tokyo Headquarters only*. 

"Before the arrival of Col* SATO and I300TK all coding via done 
. by fire* CXCVSBX and TOKOI- Later all the assistants, both military and 
drfllarr, did their share, each bein g assigned hours for cipher doty. 

"The personal ano-tino pad cipher was the cost frequently used 
became of 0800581' a fair that the other sight lucre been broken by the 
flwerlaw end the Germans, and because at the end of the war, the Stockholm 
military attache *3 office inherited the onetime pad system from many of 
the posts wtdefa had been dosed down such a Paris-Yicby, Home and Berlin. 

/ "Sources were Indicated in the text of the message either, by 

initials such as X for K2A2MER, KA for kAASIHG, and ? for 'Peter iMics', 
or fully spoiled out as 'Swedish General Staff', 'Finnish Military 
. c Attache 9 * 
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"On two occeeions CftCBSKA was entrusted with f ureign codes 
far communicating with agents. In January, I?15> liUalHS (an Estonian 
marking Jar Ax is Intelligence and possibly firifcisfc) gave baa an lato— 
ciaa code, complete with wave lengths a ad call signals, for liaison 
*ith the Baltic countries* Passages ware to be received and seat 
through smgjg (now with the JISLLa fO LARIS group in France) over taa 
J/7 set in the Finnish Le gat io n (i*a* in Stockholm}* 

^.Ihea 3UaH08SXr (a Polish Intelligence officer) l*ft 
Itockbola in 1944 (i.a.fof England), he gave OflOCERA a Polish codeia* 
cttruaui v S c at i on s with Col* GASO in London. OJCCKRA says this was newer 
used* Both foreign codes were destroyed In August 1945. 

(2) the contact with the Finns me the best Method 
for. sneering the protection of his (CdGC&EA’s) codes. The Japanese 
crypto-analytical station in Budapest also took a part In this, and 
HATA5HX on one occasion wared the (Japanese) Legation (In Stock hols) 
that one of its ciphers bad been broken by the British* However, Subse- 
quent tests initiated by Hlnlster OCA1CTO te nded to contradict his 

3 t at swe a t * 

(3) ,r **«*«..«• CJiDCSHA never bad a Japanese crypto-analyst working 
In his office* Although his predecessor JtXSJffiXDRA had Initiated the work 
adth HAIXAMAA 1 a dtockooln, it was carried on dbarlog the war by BJROSS in 
Helsinki* After the Finnish surrender, QkOQgR l purchased setae code mate- 
rial frost the Finnish refugee group, but his contact me indirect through 
IULU3UA, PALS or KAIMC3* fie also hod indirect contact with HmSHI f 3 

of fife through 5AXURAI, but, generally speaking, he did not participate 
in this aspect of Intelligence activity* 

(4) *»««•««•• Until 1939 the center of the Japanese intelligence 
activities against Russia, was always in the Warsaw military attache's 
office* An arrangement exist ad vfaereby Japanese ofTtcera were periodio- 
ally sent to Poland to study Russian codes with the Polish General Staff 
crypto-ajMalrtical section* CWC02U cites the following Japanese officers 
v/ho were trained tlo this agreement* 

General fiTAKOTACB in the lata 1920's 

"General OKUBO la the late 1920' s 

’Tolonsl 5AXAI (deceased) in the early 1930's % 

"Colonel 5UD00 in the early 1930 's 
"Colonel 3AWJSAI fro* 1935 to 36 
"Colonel FUKAI from 1935 to 36 

‘’The origin of the Japanese system of analysis and compilation 
of mterial from the pros* and its successful use for intelligence purpo- 
ses — -^raca was practiced so axcer^tirely during the war — tkis also 
learned fyc* the Poles* Col* XCrfALFoXI, an authority on this system who 
had visited Japes ami was later Pollab military attache: in Portugal, owe 




-heir teacher- In exchange for instruction In these setters the Japanese 
’^auatoek to supply the Poles with Rusaiaa code Intercepts and other Intel- 
iljponca aaberial obtained from the Far i&ist- 

(J) %'iSlaMng to take e ve ry advantage of the poseibilifclss of 
-ollahoratioa in 1940* Col- &U0 sent a Polish intelligence mission to 
Japan co- collaborate vita the Japanese throughout tile Far oast- The only 
rjusam voice Q!£££BJL rwwebers in this group is that of Lieutenant SXC&A 
he thinks was connected, with cryptO’-eaelysis. 

(6) R la studying the Hosso-4'lnnish was and in conversations 

tith the 71 ml eft tor S ini s te r (in 1933* Col-) SJSHDflSU di s covered that 
perhaps the most important cause of the Finnish successes against the Rus- 
sian armies had been the cxypto-^ahalytical services of Cal* H11UUCUU They 
had succeeded in breaking the codes need In Russian combat cc— aaications 
:*o rapidly that' they would cocmanicate R u nei e n orders to Finnish unit 
cccmnders before they reached their destination in the Panel an lines* 
aTSHEIORA determined to acquired this va l u e ale weapon for the Japanese 
service*- He consulted with HALLAlttA end worked out an ar r an gqpact wher eby 
* specially designated Japanese officer would be assigned to the Finnish 
crypto-analytical section fro the purpose of learning their method*- the 
Japanese paid for this privilege with money of which the Finns were sorely 
in need as a result of the war* and with Russian cipher material — five 
digit — obtained in the Far Hast and forwarded by Tokyo- 

"The appointment to HXSHBCHA's office in 1940 of Col- BCHIUJHI 
am a naval officer whose mas OKCOSSLA cannot recall* was the immediate 
result of this agreement- HCH1UCHX who had had no previous training in 
such matter proved unequal to the task and me replaced by Col- Slchi 
HI20SB* a trained specialist* in 1941- v 

(7) — — la Amggst of 1944 QSCD2RA heard from hie Finnish friend* 
that peace between their country sod R us s i a was imminent- He jawed lately 
~oade contact with PAA30hS3 and KALLUOA through ffILL£A£H for the purpose 

of taking over the Japanese contacts with the Finnish Intelligence Service, 
7/hich naturally It? 2 * a result of the surrender* At the same time 

he cabled CJJCUCHI (then Japanese Military Attache in Finland) to make a 
proposal at his and- After sene time the letter answered that although he 
end =rwy effort to arrange that both the crypto-analytical and 
espionage services be passed on* this had proven impossible- OMDCEHi says 
ihax he rms unaware that ths matter had been taken up personally In Stock- 
holm ar ^i ciid sot learn how successfully the collaboration was continued 
jqtil inuen later in Japan. 

‘’L'eanahils CiiCOERA jays he uniflrtook to io *n*t he ccald to 
protect ind help tbs Finnish services. He says that at that tine more 
,:ian one thousand Finnish intelligence operators — including a special 
eirc.ee :-tracnnts toct-alion of ICC nca — secretly cage over the fre^roier 
ir.to twedea bringing with then tneir radio equinasne ana their archives. 
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This undertaking jivro the active support at the -^rociijh Army, and 
Tajor FS7113M Trail assigned to carry out she details*, ^he Finnish group 
>xiiinued its activities La -nodea setting up a cr y pto^a na lytiaal section 
::car ftocjcnolm and operating three or four monitoring stations in north- 
ern Iwedeo* They wars in direct cocouai cation with the Finnish resist- 
ance aovwaent • C'&ZSRA says that in spite of what was done for then lay 
the 3wedea, they were in desperate need of oonoy* ?hey were not even 
-inla to apply for help to their traditional friends, the Americans* -As 
a result, he undertook, to do what ha could to finance then and paid out 
about between 250,CCC and 300,000 Kroner •— his entire funds ^ nr living 
oar Ministry Money which be later had to replace* He had praised more 
and had received and additional 150, COO Kroner from Tokyo for this special 
purpose but the war ended before this could be done* Hs says that 
kltteugh the Inform ation lkilch he received at the time was in no way 
commensurate with the a ccen t expended, he considered it an excellent 
investment for the future from the Japanese point of view* _ 

"CSODBRA received Intelligence from the Firms in two ways* 
Through personal co n tacts and written reports* BALU&AA and ?AASC2fSM 
both visited him separately on two occasion*. They brought Hia no 
particular itaa of information but cane to discuss the progress of the 
-.tat in general, the si t uat i on of the Finnish refugee group in Sweden and . 
the development of their met v ml collaboration. Then they were both 
absent fraa Stockholm, PALS was their representative and' carried out 
-heir instructions* He was HALLAiLAA's most outstanding crypto-analyst 
and at -he sane tine the guardian and archivist of the files and' equip- 
nmvt which the refugee group had brought with then* Col* ZDSXXOMZTf also 
came with reports from Finland three or frur times. He had been Finnish 
military attache in Moscow and was, with 5ALGKC2FI, in charge of HALLAHAA’s 
agents behind the Russian lines* At the eod of 1945 both be and PAIS 
returned to /inland where they were arrested by the Hessians* 'Rhea 
C:iC0£2A last discussed this natter with other Finns, they warn confident 
of ootaimng their release and did not seem to fear that the secrets of 
of the Finnish Intelligence Service would he cqapro ai aed. KAIXUS, a 
Latvian radio engineer and crypto— analyst, considered second only to PALS, 
:vho had worked in Berlin before Joining the EA1XAKAA group, was also in 
touch with OSOOEHA sad MAASIdG. For a while he collaborated with the 
Jvredlsh crypto-analytical section* 71 hen CHCCSFA left Stockholm, he was 
studying in she engineering school and had broken off all contacts with 
the F innish Intelligence Service and the Swedish Intelligence Serri.cc. 



Written reports were delivered to GX0CB& weekly, usually tin 
Jesdays, by -Utl i£AM or by Mrs. 2A3XIMSM, an employee of tne Finnish legar- 
tion. The Ini’ armation contained in these reports reached Stockholm in 
three different ways t 






3y radio. The Finns had a 
r;as in touch xlth Fteiand. 
operated with the icnowleage 
In t.dxsB4ffl? bhs^reports wo 



A/'T net in thair la rat ion. which 
(CxiCCLHA believes that this was 
and tacit coaa«ct of the Swedea). 
ra nsjslly written uo by 2CLUAh* T 
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PALZ, or XtEXTXWX in Stockholm* 



"b« 3y the Planish diplomatic courier* 

•c* ^7 clandestine frontier crossers* 2 hie aethod vu used 
motlgr in 1945* GNOCERA believes that they were secretly 
assist* d by toe Se n dee , (probably Uajor raESaa)| bat 
■ . * he knows no further details* He heard that SALCKCBPZ bad 

retamed to Finland by on* if their lines during the aid* 
ter of 1944* inT.Tfl who operated a amggler** boat between 
Finland end Sweden aoedlaei also acted as a assaaager- 

•Oer a period of about ten month* (1944-45) the Finns supplied 
tCaaODESA with) the following Information* 

*■' •*. Weekly reports covering the attaatian on the eastern front 

‘ and Russian troop movements* These mere most coaplete, 
containing detailed ideotificetloo of units and positions- 
However, GHOGERA ccaplainm that they always came too late 
to be nf any use* 

•b- Weekly reports on German troop sorenents on the Eastern 
front* These ceased in April 1945* 

three lots of codes* These sure handed over In person 
by PAIS either in book form or microfilm- 

Lot BO* 1* ; 

Supplied In Bovwnber 1944* four Basal an military cedes t 

TV' (I) Firo symbol operational code complete with 

method use- 

(11) Fire symbol HK7D code complete with method - 
(1H) Foot symbol tank combat coaaanlcatlon code, 
lapoaplate, about twenty to twenty-fire 
• per-cent broken— 

(It) Four symbol air force oomaanl cat! ons code. 
Incomplete as (ill)- 

Lot Bo. 2* 

Supplied 1A January or February 1945 > one four symbol 
' / Russian sdlltary code, incomplete, about twonty-flrm 

per- cent broken- 

Lot 3o* 3. 

.Supplied la ileU-ch ly4 5- 




X ^roup ox" 3oron codes of 







dlStamat 2ttrop®*a countries on urvieveloped aicrofilau 
C!iCC£IU has supplied the Hat wfticn follows below as the 
beet he can remember. 

IXTS: It ^fcfrevlddnfcly corresponds with the list, knew* to he 

dxact, obtained from the Stockholm Geraon teleprinter intercepts — • 
r30165» 29 Uay, 1945* He denies ever having had a United State* code 
and persists in his denial even when confronted with the contests of 
?AJC0a telegram #39*2 of 4 Kerch is 1945 to Berlin, la which he is 
q u oted as having offered doe to torn Gomans* He says that he repeatedly 
reqo a ete d United Statee code material free the Plans, but received the 
answer that the Japanese already had the best available in Tbkyo* (His 
contention is somewhat stre ngth e n ed by the tact that no United States 
code is listed in the s eco n d acre specific PJUflXR telegram #427 of 
15 A? Kerch 1945*) He eays that theee codes were offered to the German* 
because he bed no faculties tor develo pin g each a large quantity of dcro* 
film in -Stockholm* However, the Gars&as delayed too lccg in giving him 
their answer sod so the fl lie vers f ina lly sent back, by PAIg to Finland — 
occupied by the Russians at the time — and secretly developed there* ..the 
results were sent to Tokyo in July 1945* 

list of codeer 

i Turkish military attache code, c oe xist s with method* 
CSCGKSi reneebers tbs naae aa "O&figtX"* Tbkyo Head* 
ctzarters were very p l eased to receive this and 
complimented his officially*. Included with it were 
three or four other Turkish codas, all lnocsgilste, 
the names of which he cannot washer* 

il Too French (7icfay) diplomatic codes, laeoqditsw 

ill Too ftoomeai an diplomatic (?) codes, Incomplete* 

it Coe Vatican code, Incomplete* 

v Che Yugoslav code, incowplete* 

vi One Portuguese coda, incomplete* 

Til British government code, 1934, complete. r 

M dU Information concerning the activities of the Finnish Resist- 
ance HOvomen t* Ibis amounted to about forty battalions under 
the 3*cr*. it orders of the Finnish. Chief of Staff. Assault 
units were organised throughout too country. HAJLLAlUA and 
rAABCUSB directed the intelligence service which was organized 
on, an ala bora ta seals rith plane* for liaison. 01K)VS2A does 
' not, jcqow that HSLAXPSH was connected with the Finnish 




‘ assistance itovernervt*Ho dccbta it because KSI»Ufi3B& was 

pro-^«naa and at that tins the Finns h ad turned against 
tr.’jir rarawr A II 1 aa because of indidant* such as the 
organization of sabotage against the Finnish aray fay 
Li>ilARlUS» 

a Ia addition to what, is listed above 02CTSBA wye. HAIXJURA 
proeiood hist men sore of the infer aaion contained In the (3SELIA PCLAKIS) 
irchivea widch had been brought to ivtden* However* none of them promises 
ras fulfilled probably because the &edes ytxo ward afraid that they eight 
fall Into the hands of eons of the belligerents* kept to do s e a vetch over 
them CflOOBU denim that he ever received fra the Finns any results of 
i qfc a y 'O^pfced radio dl sp a tch ee of dll or neutral di peatlo gjuj oc a nor 

any operational Intelligence concerning the western Allies* In addition 
to the payment which has been described* OtfCESRA gave the Time information 
obtained from his other s o ur c es * la particular* operational reports oa the 
Eastern Front emptied fay the S3 and forsarded to him by General FCKATSTJ. 

n CX3CEKHA baa great artai ration for the Finnish Intelligence 
worries which be believes to be the cost successful organisation of its 
ScLad operating against 3n*aAa* Its activity can be divided into two parte* 
first* strictly the creation of HAHA10U* is the monitoring end crypt* 
analytics section the center of w h ich was f orawrly at 5CLDAVAIA hear lake 
L3DOOJU then OMCflBRl left Sweden it was divided as follows* 

X group of twenty operatives Including EAUJUflU aodPAASOHSS 
who went to France at the end of 1945- 
rt b* 1 mailer group aade up of both rime and Estonians who 
were transferred Into the Swedish monitoring and cr y pto- 
analytic section, (QNDCEPJl reneehera the meet outstanding 
of theee as having a Palish sounding nans) * . > * 

3 c* the underground organisation in Finland* This is o o np o eed 
of a crypto analytical section* and a training center* It 
fmctlooe 1 a coonection with KAASXBS’s organisation in 
Sweden* 

second is the subversive activities section* at the head, 
of which was Cast* 3ALs3 ICORPI* a f ona or consul in Leningrad who speaks 
fluent Sassian* Col* XCQGCCttSH waa also connected with it. During the 
V7ar recruiting* training* and dispatching of agents was handled by Major 
;C^I3TXAg** .it that tiara* the section had two organisations* one on the 
frontier ruMur Ladoga* the other inside Russia near Moscow* Its agents 
rore ecuipped with b/T and coassmicated with 3CXJA7AIA* After the Finnish 
^irr eo cer *>-e official organization was abolished* However* the peace terns 
r.'-TTw described by HALUMAA and PAAdCffitf as 'not affecting their work 1 * and 




a. 




.--tar a short period or* confusion. the aid organisation woe revived as part 
or the leeiatanca Ucrveiasat, with a training cantor /or espionage and sabot— 
and agents operating ia Finland and Sussis. CaCCEXA be I laves that 
thoir eoBBMoui cations with Sweden are handled in part by jIAA3I^G* s organi- 
sation* 



(3) "At tbs beginning of 1945 the Swedish epypto-^analytlctl 
jactioa succeeded In breaking OSODEEVs general coda* Ha was infaraed of 
this by ?AL3 who repeatedly advised has chl 7 to asa bis ane-tixc* pad shea , 
pending btforatlon obtained fron, tha Firms* Tbs Swedish radio detection 
panrice was very active at tha beginning of 1944* They dis co v er ed and 
closed down clandestine 9/? posts operating in Hungarian and Rotroanlan 
Legations* OtfCOErtt believes that tha Finnish Legation set operatsd througfc- 
out tha war with ■Swedish concent* 



(9) ".*... *CXE3RA says that the had n e v e r heard of official 

collaboration between tbs Hungarian and Japanese General Staffs on a Basis 
v.sUar to that which has been described in the case of Poland, Zstonia* 
and Finland* Liadted cooperation did exist between Col* SAXOHAI, iho 
directed a wall crypto-analytical section. Col* HATASHJ in tbs Military 
attache J s office, and a group of Hungarian civil 1am sod silltary nods 
■report*- ***•»***«•»•*••*•«»*•*» ***" 

4* Tha following excerpt* bearing on Japanese and sundry European crypto- 
dialysis, intercep tion and coda services during and shortly after the war have 
r)eaa sad* frtan the Beport of the Interrogation of Major tenoral Birose GICOCHI, 
i'Draeriy Military Attache at the Japanese Legation in Helsinki, Finland, by a 
Interrogator* The interrogation was c oepl g ted on 20 July 1944, at Sugawo 
I'y-iooo, Tokyo* 

5* Tha evaluation of OSOUCHI’e information was that it was largely true* 



f 1) " * »*** Collaboration on crypto-analysis with tha Finnish 

J-^narel dteff was (on) a highly secret order received frcn tha Central 
Special Intelligence Bureau of tha imperial General Staff, and coinci- 
t^d with the arrival of Lt* Colonel EutCSZ Slichl* Tha Minister Masalf 
/as not advised of the nature of HIFOSS 1 * saiseion, and all subsequent 
aatails were handled only by H22CSB* 

’*C3CtiCHX says that be received no special directives frca 
.‘ox?o ‘headquarters because he had only one coda, the additive of which was 
■vortsldersd week* special orders were therefore sent oore frequently to 
: if ices such ia 3eriin, loaa, and Stcckhola which had nuneroua codas and 
’x/nsidered sore jecure* 

(Z) n * - ••••♦Ihe work was carried out on an exchange basis* The 
Finns java tae Japanese instruction in crypto-analysis and access to all 
r,ype« ox' - nto ili gcocs on iosaia, ±n± the Japanese $&v« nonsy (through pay— 
r^nts nane to the rianish military ottacne in Tokyo) xod Russian Latal- 
li»eexce *nck intercept (5 de-^it) obtained la Asia* L\*CC£H3> says 
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this pert of their contribution was wall. 

"In 1939 and 1940 as a result of the threat to highly 
-jcrwt Activities in Finland the centre at espionage and sabotage 
collaboration b et we en Flans end Ja p ane s e was soved to :£ISKBllSJL’a 
office in Stockholm. At the end of the Rusao-Flonish war it was 
:^ain n o sed back to Helsinki. At this tins the Poles sere also 
collaborating with the Finns and the Japanese, and it was in this 
connection that X3A20T (alias RUaUO^SXX) sent to Riga. 

O) ..♦-Collaboration in these sattarw began with 

;;agotiations between MTSHDffiRA and It^^UOA in Sto c k h o lm in July 
194#. A# a result of these tfa^or HCETJCHI see assigned to HAIXAUU’s 
off ice. He arrived in Finland in the Autumn of 1940 and began work 
^ith the Finnish Crypt o-enlyeis section. At that tins CSDtiCHX had so 
comectiaa with the work at all. HC81UCHX was recalled to Tokyo in 
the spring of 1941. He was succeeded by Lt. Colonel HIKCS3 Fdichi 
who arrived In Helsinki 22 June 1941* CMOTCM says that be had HIBOSS 
appointed to diplomatic statue as an as sis ta nt Military attache to 
/militate his wr.wrneont ■ , Be received his crderw direct frtm the 
Central IntelligeMe Section In Tbfcyo and worked almost ex c lusiv ely 
cn setters related to crypt o - anal ysis until 1944* 

" ...Of the people connected with this work CttCCCH l came 
into contact with BALUUZAA* the chief of the section, and PaHTO, the 
director of the station at Soldavala. He also knee PALS, 00 s of the 
noet outstanding exypto-analyaists, 3QG0JABL&XSSI and YXQHBAA, both 
of were HALUUlAA's assistants. Lt. Col. LAtTKAH, an electrical 

engineer attached to the section, frequently visited the Ja p anese 
nilit ary attache’s office early in 1941 in connection with the par* 
chase of a V T set which was sent to Japan. 

(4) •OSCCCHTs first contact with the Poles was whan he was 
sta tioned with the Special Agency in Harbin. There the Poles had a 
crypto-analysis ’and document study center under the Consul JC7HATXOW3KI. 

1:3 was assisted by one or two Polish officers who had been sent front, 
'arsaw ard who worked tinier cover as civilian aeober s of the Consulate 
staff. One at these was a document analysis specialist whose nans 
O.’JCUCHE reoesbers as reseahling tBIFUTSEE 1 . Be says that this ms almost 
surely a cover name. (XTSs It is quite possible that this stay have 
b*tea '4GTAL23JCC‘ who is reported to hare been in the Far Saat at about 
rvhf time. ) r 



*C,SCUCHI rwcaeabsrs the name PASOXSICZ in connection with 
s/JLa group* General 7AUAHCT0 and Col. SCZUXX cooperated with then and 
7 ^r-.tined Japanese officers who sere jr.-jcislly. jent iron lukyo. 

- 3 HTSXI iakae and .«3flJRA 3a2wro were among the latter. 
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toil! 



v5) a »...*.CJs0ljC3iI says that there wu cloas collaboration 
c-etwwe a :r.a Hungarians and the Japanese la nud&pest. Tho Hungarian 
•Mineral - teff gave official permission for a ^aparxao military radio 
jtei^oa to be set up in the * spans se ^Juitarj attache * s office, and 
Hungarians were assigned to the (^^rto-^nalTada office which Colonel 
JAXU31I directed there* 



. • (o) ‘’.......CttCUCHI ha* suanitted the falbwiog list of nance , 

cboeea fro* sarong these of friends and colleagues when he considers beat 
-Trail Med of Hrmsdan intelligence, and who* he believes to be absolutely 
reliable* (They i nclude the fallowing;)*-....*........ ‘ 



n Crypt evens lysis and Codes asperts* 

n HATJLSrtI Tahei (expert on Chinese codes}*. 
a ?u3CSS Siichi 
•5AK0SAI, adUxta 
n CSUB0, 3bon4±ro*“ 



5. The following e x c erp ts bearing on Japanese and sundry Stumpean 
^rypto-enalysis, intercerti^x and code services daring and shortly after the 
;:w have been Bade freo the Eeport of tbs Intacpogatian of C o l on el Sllcfal 
iCTXS, foensnr Assistant military Attache in the Japanese Legation in He l s inki y 
Finland, by a 5S0 inter rog ator* lbs int e r rogation. was cowpleted on 20 July . 
IjLo at Sn&tno Prison, Toi^o. 



5. C» evaluation, of HIHQSSte iaforaatioa we that it was largely true 
but not tha entire truth with regard to the subjects about which the prisoner 
’.-ran qusetlcnad. 

(!) The purpose of ItEOSHPa riadott to Finland waif to 

c o op era te vifch the crypto-analysis sect loo of the Finnish General £taff. 
It was considered as highly secret and personal. jfct evm the Japanese 
iinister to Finland was aware that he was anything acre than an Assist^ 
ant Military attache. For administrative purposes he was attached to 
the Japanese tt&r Ministry, but his directives were oococnicated to hi*, 
in per 3ca front the Central Special Intelligence Section. Except far 
questions of office routine, he was entirely Independent of Col. 0S3UCUI, 
the Military attache. 



n In July 1943 as assistant was unexpectedly assigned to hi* 
fro* SCCA ?357. This was HAGATA foaaeaon, a civilian graduate of the 
foreign Office Language School who had been working under Col.. 5AKURAI* 
,U 3 trained la the Hussiao language but did rxot speak it. KISQSS 
jays that he was not sola tc b*? of much assiscanoe in crypto-analysis 
because of inexperience resulting from his long period of inactivity in 
Budapest* 
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(2) ■ *••*•*• .Ixttediataly after his arrival in Finland, Rraoss 
vos taken w> Orankura, a naval aonitorinj; and crypto-analysis station 
located aoout 40 JdLlowrcers nest of Helsinki. It ai coooanded by Cap- 
bain. with a staff of about ICQ* This station concentrated on 

interception and deciphering of Easslaq asesagna in the Baltic area, in 
particula r those emanating from the principal Ruasdaa naval base* . 

11 At the beginning of July, HIHOSS van taken to the Finnish 
General Staff Headquarter* at JiDdcaJUL. There he rat Col* HAIXAJUi who 
took hi* on to the kxvj Crypto-Analysis centre at Savoollnna* Ha was 
put into contact with the Finnish cf floo rs who were to direct and assist 
ilia in his study of Hnaadan codes* They wm 

n Lieutenant (later Captain) PA13, the beet of the 
Finnish crypto-anal ysts, who sorted on the codes 
of all nations* Unfortunately ha spoke ao 2ns— 

3X30* 

” Captain PARKO, cryp to -e oa ly wfc*. 

'■’9CXXUAHLS5SKI, a white Hnsaiao who had takea Fin- 
nish. nationality* 

"HXSCaS Is not sura wbo was in co— ad of the centre which case under the 
authority of HAI1AHAA in. \Mkkeli* The staff was aaailar in size to that 
of Grsnknra* 

*In December 1941 the Granlom and the SavoaHapa stations 
r^re aaelgacatsd as to personnel and equipnmxb and tranaf erred to SoldSr* 
vala oci the shore of Lake Ladoga* Captain PARXO was pot in c o wsod of 
the new centre and PALS was the chief of the crypto-analysis services* 
raUHXXSH wee In charge of a oc— aicatlone section* HIBOSK says that 
the total staff was about 500 sen. Including 200 signal operators* This 
included a mwthsnr of Sosalan refugees whose knowledge of the language • 
iSHOSS says was a great help to the Finns* 

"The intercept notarial used in those stations was obtained 
by the Finns from their o m monitoring facilities, from the Geraane, and 
free boo lie units attached to Soldavsla and operating throughout north 
eastern Finland* From the tine to tise Tokyo sent HIP.QS2 material ob- 
tained in the Far last* 

"HX3CSZ states that to his knowledge the Finos used no 
■ i chines to facilitate their crypto-analytic work and that all the pro- 
cesses involved vers done by hand, He believes that they did buy a tsw 
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or -ha Jwedlah coda cachings, but he never say thua 1 a use la this connao- 
iiaa. He himself purchased ana in 1912 aid sent, it to Berlin for forua rat- 
ing to Tokyo by sub-marina* 

•HI2CSS says that there wui a total or four mobile unite work- 
ing oat or SaLd&vala. They operated uloee to the /faaaia*'. frontier and sent 
back roe alt a obtained to their headquarters by of 3/? seta fitted with 

a secret apparatus which is inserted between the ordinary transmitter and the 
power lias*, This apparatus changes the fora of out-going waves (Borse Cods) 
and, a giwilir attacfaiwafe In the receiving station transform the waves again 
into thedr regular form. The organisation of each unit was as follows t 

"Total strength 10 xen« 

"Cue autaoobile Mar officers* 

% basses, all equipped with living quarters 
* on* for crypto-analysis 

. • two for sonitoring 

one far direction finders and liaison. 

"2 trades for supplies, etc* 

"HIBOSK knows no further details nor did be amt tbs coanaodrs of soy of 
ttieee Be says they ware conoidered nest effective in obtaining 

inter c e p t notarial* Bo explains his own ignorance by saying that the ’ 
Japanese were not interested in such units, which were not used in ftinchn- 
rla at the Use* 

"Daring this period HI BOSS spent his tine working in Soldavala 
for abort periods after which he returned to Helsinki and wrote reports 
for the Tokyo Headquarters. Be had no other duties in the Military 
Attache 1 a office. 

"At the beginning of 1944 this dose cooperation with the 
Tims was b roke n off, and HI3C5S was no longer authorised to go to 
Soldavala. Be was told that this ljaa the result of an order by 5UHH2C- 
ISEQt which applied to all foreigners. He is not sure of the reason for 
it, but he believes it nay have been because the Japanese were not supply* 
ing sufficient ffet***1 *l to the Finns ^ The devslopnent of the war at that 
stage way also have base a contributing couse since contacts between the 
Finns am the Butane for a separate peace had alreadr begun. 

"After the beak collaboration was continued through written 
ccewamlcatinas. EIR0S5 received technical Intercept material f row r the 
KIASTCTC" Artsy by dispatch through the Hilitary Attacheda office in Berlin* 

Be translated this into Russian and forwarded it to HALLAJiAA about once 
a aottth. The rinnish replies and answers to probl am w era prepared by 
T-\12> and signed by KAIXABAA. 




"HIHCSS and the Finns concentrated on Russian cdlitAjy 
operational and &K7D codes* As regards the loxaer, they were successfui 
.la breaking infantry, iaatc, and Air Fcrce combat cocauaicatioo ciphers# 
rhey failed to break the :4a vy M red* five digit coca because its call 
rjigne and keys wsr» change* daily JTraa the. very beginning ox' the ear — 
x xystsm which was later adopted by the Amy. 

"The IDT/D four numeral code* presented no difficulties# 

They varied according to the regional divisions oi the USSR with, special 
types far Joaeam 9 I^nxagrwd, and the eastern Siberia, and the 3K3D 
fr ont ier guards. Tim individual codes differed through changes in the 
additive tahlss* the best results obtained with these cane from material 
intercepted by the J ap a nese between Kamchatka and Yladiwostock. 

=HI2CSS describes the developemat of Finnish cryptoanalysis 
luring the war as fallows* He says that at the beginning of the Invasion 
of Russia by the Germans in June 1941# various weak points in the 
Russian Arsqr codes were exposed by the German surprise attack* The Finns 
easily deciphered the Russian codes and when they entered the war in July 
they had already accasnlated considerable inf greeting on the disposition 
and strength of the Russian arsed forces which faced than* The vital five 
digit code used by the Russians in the arnnwr of 1941 was easily deciphered 
due to the systematic arrangement of digits and the use of a set additive 
tdflsw 

"At tbs end of 1941 the front was temporarily stabilised 
and the Sussisoe tried to correct the wea knes ses In their cryptographic 
systems. During the Intervening period prior to the distribution of the 
new cipher, they tried to strengthen it by using a double additive on 
each message. They began at that time « system of revising their codes 
at two to six month intervals. They also co ntr olled the use of additive 
tables, dividing them Into three categories, ooe-tiWa pads,, rotating, 

-rnd general, thus making it difficult to decipher messages unless a large 
ruabetr were accumulated. They used a two to four digit code of Increasing 
complexity, often changing both the key and the cipher# 

tr Zn 1942 In spite of these difficulties tbs Finnish cr ypt o- 
analysts managed to keep up with the changes in the Russian codes* The 
mjor portion of the messages which they deciphered were related to tbs 
'^naan sector of the front rather than their own* This wan due to the 
fact that operations on the latter bad almost ceased, vhoroas the former 
continued to be very active* .The fallowing conditions are described by 
;~?j 03Z as being responsible tor the Finnish success z 
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a* Intercepted material from the Germn front* 
b* Siaulfcansous u am of old and new ciphers during 
a period wnm ciphers war* being changed* 
c. '.listakes of enciphering (fired habits and aoi^ 
adherence to regulations). 

6* Special characteristics of long ssssage** 
o. Special characteristics of short messages. 

tT Dur±ag the spring of 1943 the vuiuaa of Huaaiaa traffic 
greatly decreased, and there was an oyer-all intensification of pro- 
Cautionary mea agree as a result of which it becase imposed hie to do— 
cipher operational sassages* The only success encountered was with 
four d*gi*t codes* In 1944 difficulties increased* The aussians 
employed eyes stricter security seasures, instituted a large number of 
cosanaicstloa regulations and greatly restricted tbs use of */? so that 
the Fima found it no longer possible to break t hei r cyphers by inter- 
cepting operational traffic* 

*Tbe other departments of HAULAUAA's service worked on codes 
other than heriao* * EIH0S2 knows that they were successful in breaking 
Catted States, British and Turkish rllyml raatic codes* On instructions 
frofla Tokyo be bed freque n tly asked for results obtained with the former* 
These bed been refused until the autumn of 1943 just before the time when 
he use so longer authorized to go to Soldovalo* Than be was given a 
ill pi fiat 1r strip-type cipher which he describes as const sting of fifteen 
ho ri z o nt al lines of thirty letters each and designated, be belie*, aa 
Be says tint the Ansrlcaa systai was broken doe to mistakes in 
soridphar iag made In the 71cfc$r Zebassy during 1941* The sane code was 
found to be In use by tbs American Piaklona in Berne and Chungking* The 
last aece ages which he saw were dated December 1942* He adds that the 
Fima were TnsrHrvtt helped in their attempts to break new *oerlcaa 
ciphers by the foot that the new ay arte*, was need for OOBgunicatiocs .be- 
tween European- stations, while the same sassages were seat la the old 
system between London, Sad ffashlngtoa* 

(3) *•••.-* 3eforw Hixussl left Japan in 1941 the Central 
Special intelligence Section of the Japanese General -Staff had planned 
to set up a central crypto-analysis station in Berlin where material 
would be studied i exchanged with Germany and b»r allies* Two civi- 
lian, experts, X1KAHASHX, who bad been with the Kwantung *ra$y, and 
S23CE2CTO, were preparing to or$udze this but they were prevented from 
leaving by the outbreak of the Hxrseo-Gersan war* As a result of this 
matters relating to crypto-analysis and socitoring were bandied In r 
Berlin by Col* UISHI, woo was" occasionally assisted by 3AKUHAI from 
Budapest* 
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fTTii* oaly orgaxn r.od Japanese crypto— analysis ovctlon was 
located la "*h« oil Ira of the Military ittacfae in Budapest. This was 
directed ay Col* oAXURAl uobata who was assisted by Hungarian officert 
fsjaigoad 07 2 .O 8 General .Staler Che aaterial which they studies was 
Obtained Cron, tho Hungarians perhaps — HI2CSS 1* aa. sure — 
fra* the C'haa fOPOS-, visited Bodapeac. la 1943 SAJ03HAI co»* 

pl a i ne d to hia-thst he wee greatly handicapped because he. received no 
material from Tokyo, and so HIH05Z arranged to aead hi* copies of what 
he got ±a Helsinki* Ho s*i/s that SATdAI f s group obtained almost as 
results wish Hassdan codas and seat a negligible lEJobor of reports to 
Tofcyo^'the R a n gt rlai crypto-analysta were comriderod poor by the Pinas 
and SAfURAl never obtained complete cooperation from, thee* 

“The staff of SAKHRAX’s section was cooposed of the 

fallowings 

H AGATA — fozaescn, civilian, ha was transferred to 
in Jrly I943. 

121A3A — Civilian attached to tho ^ray General Staff* 
technician* 

TQSHXXAItt — Civilian, f orme r l y attached to the Genoa yfejfn 
of Department U of the General Staff* In charge of 
financial and adainlstratlve Batters* 

. Col* SCHXIJCEI — Bad been attached to the office In 1940 after 
leaving his post as Military Attache la Holland* 
However, he was not a trained crypto-analyst and 
disagreed on waiters of policy with SA20H4I so that 
he was transferred to Stockholm* 

“At the end of the war as the Russians threatened to occupy Hungary it 
was pla nn ed to set up a crypto-analysis office in the Japanese Legation 
la Berne* 3A &U2 A I was accredited as assistant Military Attache to- . 
Switzerland, but the course of events prevented tho plan free being ful- 
filled 



“HXBOSS denies that these ^are any other Japanese cryp to- 
analysis office# in Snrope* He has never heard of one being connected 
with the Bucharest adssloc, and adds that to tho best of his knowledge 
neither the Bevy nor the Foreign Office maintained similar services* 



“After returning to Japan, KXKOSB 1 9 only r intact with the 
Huropesa aspect of his specialty was as follows* In 1945 CliCCEHA informed 
the General ^taff that the Finns had obtained a Russian five <ligit code 
book (whether by capture or crypto-acalyais, KIKG52 does not know)* The 
matter was tamed over to HECSE, who instructed CJiOtERA that SAfLHAl 
should p to Stockholm to receive the bock and wire tho useful portions to 
Tokyo fren Berlin* 3A4L5UI aid 30 , and the nossagea were tz-anaodtted to 
ETR033 who tie seed then on to tbs Central Special Intelligence Section* 



powev e rj 
could be 



the war saried before all the znterlal obtained froa the Finns 
forwarded to Tokyo* 

vratin 
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*••••••» HI20SK b&s been cooperative under interrogation- Ha 

baa '■r^pl* tfd aai confirmed the evidence given by OJECKRA and c o apl et a d 
and coni lwed evidence given by OHDUCHI conce rn i ng Finni s h crypto- 
analytic activity- Hotwver, he certainly baa c on s ide rably sore t achnV 
cal kaoeladge and it ia reccmeoded that ha be interrogated by a 
qualified expert. 
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